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P Address MAC Address Response Time Host Name
wf 192168110 53-6D-8F-83-96-E8 2ms
i 192.168.1.16 6C-08-84-67-FB-69 oms 710
of 152.168.115 64-D8-14-61-€2-6€ 1ms
= il 192.168.1.19 00-24-D7-A6-D3-90 sms priserver
Q pents
ol 152168.1.13 7C-5CF8F2-00-58 sms 710
= gl 1921681102 08-00-27-ED-4F-4C oms SVR3-NAS
# Sales
# Publc
# Finance
» Factory
= ol 192.168.1.24 C4-08-CB-AS-ASCD 273ms MaggieN8
Users
&l 192.168.1.17 83-63-DF-8F-40-7D 34ms ANDREWS-IMAC
Q ShareFloder

XYZ 3516 ERATSSEs EHIRR SO R T

192.168.1.101
Severity Name
HIGH] 93 PHP < 4.4 4 Multiple Vulnerabilities
BHIGH] 9.3 OpenSSL < 0.9.8s Multiple Vulnerabilities
v 68 Microsoft Windows Remote Desktop Protocol Server Man-
5 * in-the-Middle Weakness
m N/A Windows Terminal Services Enabled
192.168.1.102
{ CVss Name
75 Unsupported Web Server Detection
MEL 6.4 SSL Certificate Cannot Be Trusted
LOW] 26 SSL RC4 Cipher Suites Supported (Bar Mitzvah)
192.168.1.111
Sevefa CVSS Name
A 10.0 Rogue Shell Backdoor Detection
HIGH] 75 SNMP Agent Default Community Name (public)
] 6.8 Apache Tomcat Default Files
68 Apache Tomcat 7.0.x < 7.0.60 Multiple Vulnerabilities
5 (FREAK)
DIl 5.0 SSL Certificate Signed Using Weak Hashing Algorithm
Terminal Services Encryption Level is not FIPS-140
Low 25 Compliant
192.168.1.112
Sevaerity CVss Name
HIGH] 75 SNMP Agent Default Community Name (public)
6.4 SSL Certificate Cannot Be Trusted
50 mDNS Detection (Remote Network)
MEDIUM 43 SSH Weak Algorithms Supported
Lo 26 SSH Server CBC Mode Ciphers Enabled

XYZ A= G Rsmisc R

P § Hisg R R Reason
192.168.1.3 23 tcp telnet ms-wbt-server | syn-ack
192.168.1.3 135 tcp open msrpc syn-ack
192.168.1.3 139 tep open netbios-ssn syn-ack
192.168.1.3 445 tcp open microsoft-ds syn-ack
192.168.1.3 5357 tcp open hitp syn-ack
192.168.1.3 49152 tep open unknown syn-ack
192.168.1.3 49153 tcp open unknown syn-ack
192.168.1.10 53 tcp open domain syn-ack
192.168.1.10 80 tcp open http syn-ack
192.168.1.11 1723 tcp open pptp syn-ack
192.168 1.11 554 tep open rtsp syn-ack
192.168.1.12 5000 fcp open upnp syn-ack
192.168.1.13 443 tcp open https syn-ack
192.168.1.14 554 tcp open isp syn-ack
192.168.1.15 135 tcp open msrpc syn-ack
192.168.1.15 139 tcp open netbios-ssn syn-ack
192.168.1.16 135 tcp open msrpc syn-ack
192.168.1.16 139 tcp open netbios-ssn syn-ack
192.168.1.17 445 tcp open microsoft-ds syn-ack
192.168.1.17 5357 tcp open wsdapi syn-ack
192.168.1.19 515 tcp open printer syn-ack
192.168.1.19 9100 tcp open jetdirect syn-ack
192.168.1.101 135 tcp open msrpc syn-ack
192.168.1.101 139 tcp open netbios-ssn syn-ack
192.168.1.101 445 tep open microsoft-ds syn-ack
192.168.1.101 3389 tcp open ms-wbt-server | syn-ack
192.168.1.101 5357 tcp open http syn-ack
192.168.1.102 23 tep telnet ms-wbt-server | syn-ack
192.168.1.102 8000 fcp open http-alt syn-ack
192.168.1.100 80 tcp open http syn-ack
192.168.1.100 443 tcp open http syn-ack
192.168.1.11 3389 tep filtered ms-wbt-server | no-response
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P Address MAC Address Response Time Host Name
wf 192168110 53-6D-8F-83-96-E8 2ms
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Users
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192.168.1.101
Severity Name
HIGH] 93 PHP < 4.4 4 Multiple Vulnerabilities
BHIGH] 9.3 OpenSSL < 0.9.8s Multiple Vulnerabilities
v 68 Microsoft Windows Remote Desktop Protocol Server Man-
5 * in-the-Middle Weakness
m N/A Windows Terminal Services Enabled
192.168.1.102
{ CVss Name
75 Unsupported Web Server Detection
MEL 6.4 SSL Certificate Cannot Be Trusted
LOW] 26 SSL RC4 Cipher Suites Supported (Bar Mitzvah)
192.168.1.111
Sevefa CVSS Name
A 10.0 Rogue Shell Backdoor Detection
HIGH] 75 SNMP Agent Default Community Name (public)
] 6.8 Apache Tomcat Default Files
68 Apache Tomcat 7.0.x < 7.0.60 Multiple Vulnerabilities
5 (FREAK)
DIl 5.0 SSL Certificate Signed Using Weak Hashing Algorithm
Terminal Services Encryption Level is not FIPS-140
Low 25 Compliant
192.168.1.112
Sevaerity CVss Name
HIGH] 75 SNMP Agent Default Community Name (public)
6.4 SSL Certificate Cannot Be Trusted
50 mDNS Detection (Remote Network)
MEDIUM 43 SSH Weak Algorithms Supported
Lo 26 SSH Server CBC Mode Ciphers Enabled

XYZ A= G Rsmisc R

P § Hisg R R Reason
192.168.1.3 23 tcp telnet ms-wbt-server | syn-ack
192.168.1.3 135 tcp open msrpc syn-ack
192.168.1.3 139 tep open netbios-ssn syn-ack
192.168.1.3 445 tcp open microsoft-ds syn-ack
192.168.1.3 5357 tcp open hitp syn-ack
192.168.1.3 49152 tep open unknown syn-ack
192.168.1.3 49153 tcp open unknown syn-ack
192.168.1.10 53 tcp open domain syn-ack
192.168.1.10 80 tcp open http syn-ack
192.168.1.11 1723 tcp open pptp syn-ack
192.168 1.11 554 tep open rtsp syn-ack
192.168.1.12 5000 fcp open upnp syn-ack
192.168.1.13 443 tcp open https syn-ack
192.168.1.14 554 tcp open isp syn-ack
192.168.1.15 135 tcp open msrpc syn-ack
192.168.1.15 139 tcp open netbios-ssn syn-ack
192.168.1.16 135 tcp open msrpc syn-ack
192.168.1.16 139 tcp open netbios-ssn syn-ack
192.168.1.17 445 tcp open microsoft-ds syn-ack
192.168.1.17 5357 tcp open wsdapi syn-ack
192.168.1.19 515 tcp open printer syn-ack
192.168.1.19 9100 tcp open jetdirect syn-ack
192.168.1.101 135 tcp open msrpc syn-ack
192.168.1.101 139 tcp open netbios-ssn syn-ack
192.168.1.101 445 tep open microsoft-ds syn-ack
192.168.1.101 3389 tcp open ms-wbt-server | syn-ack
192.168.1.101 5357 tcp open http syn-ack
192.168.1.102 23 tep telnet ms-wbt-server | syn-ack
192.168.1.102 8000 fcp open http-alt syn-ack
192.168.1.100 80 tcp open http syn-ack
192.168.1.100 443 tcp open http syn-ack
192.168.1.11 3389 tep filtered ms-wbt-server | no-response
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